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The people think of wealth and power as the greatest fate,
But in this world a spell of health is the best state.

Sultan Siileyman the Magnificent
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ABSTRACT OF THE DISSERTATION

Detecting Malicious Routers

by

Alper Tugay Mizrak
Doctor of Philosophy in Computer Science
University of California, San Diego, 2007
Professor Keith Marzullo, Co-Chair

Professor Stefan Savage, Co-Chair

The Internet is not a safe place. Unsecured hosts can expect to be compro-
mised within minutes of connecting to the Internet and even well-protected hosts may
be crippled with denial-of-service attacks. However, while such threats to host systems
are widely understood, it is less well appreciated that the network infrastructure itself is
subject to constant attack as well. Indeed, through combinations of social engineering
and exploitation of weak passwords, attackers have seized control over of thousands of
Internet routers. Once a router has been compromised in such a fashion, an attacker may
interpose on the traffic stream and manipulate it maliciously to attack others — selectively
dropping, modifying, or re-routing packets.

First, we specify this problem of detecting routers with incorrect packet for-
warding behavior and we explore the design space of protocols that implement such a
detector. We further present two concrete protocols that differ in accuracy, complete-
ness, and overhead — one of which is likely inexpensive enough for practical implemen-
tation at scale. We present a prototype system that implements this approach on a PC
router and describe our experiences with it. We believe our work is an important step in
being able to tolerate attacks on key network infrastructure components.

Unfortunately, it is quite challenging to attribute a missing packet to a mali-

cious action because normal network congestion can produce the same effect. Modern
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networks routinely drop packets when the load temporarily exceeds a router’s buffer-
ing capacity. Previous detection protocols have tried to address this problem using a
user-defined threshold. Recently, we have designed, developed and implemented a new
compromised router detection protocol that dynamically infers, based on measured traf-
fic rates and buffer sizes, the number of congestive packet losses that will occur. Once
the ambiguity from congestion is removed, subsequent packet losses can be attributed
to malicious actions. We have tested this protocol in Emulab and have studied its ef-
fectiveness in differentiating attacks from legitimate network behavior. We believe this
protocol is the first to automatically predict congestion in a systematic manner and is

necessary for making any such network fault detection practical.
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Chapter 1

Introduction

The Internet is not a safe place. Unsecured hosts can expect to be compro-
mised within minutes of connecting to the Internet and even well-protected hosts may
be crippled with denial-of-service attacks. However, while such threats to host systems
are widely understood, it is less well appreciated that the network infrastructure itself is
subject to constant attack as well.

Such attacks are not mere theoretical curiosities, but are actively employed in
practice. Attackers have repeatedly demonstrated their ability to compromise routers,
through combinations of social engineering and exploitation of weak passwords or la-
tent software vulnerabilities [4, 51, 70]. One network operator recently documented
over 5000 compromised routers as well as an underground market for trading access to
them [126]. Once a router is compromised, an attacker need not modify the router’s
code base to exploit its capabilities. Current standard command-line interfaces from
vendors such as Cisco and Juniper are sufficiently powerful to drop and delay packets,
send copies of packets to a third party, or “divert” packets through a third party and back.
In fact, several widely published documents provide a standard cookbook for transpar-
ently “tunneling” packets from a compromised router through an arbitrary third-party
host and back again — effectively amplifying the attacker’s abilities, including arbitrary
packet sniffing, injection or modification [37, 123]. Such attacks can be extremely dif-

ficult to detect manually, and it can be even harder to isolate which particular router



or group of routers has been compromised. Even more troubling is Mike Lynn’s con-
troversial presentation at the 2005 Black Hat Briefings, which demonstrated how Cisco
routers can be compromised via simple software vulnerabilities. Once a router has been
compromised in such a fashion, an attacker may interpose on the traffic stream and ma-
nipulate it maliciously to attack others — selectively dropping, modifying, or re-routing
packets.

One approach to this problem is to detect the act of router intrusion as it hap-
pens. For example, traditional host-based intrusion detection techniques, such as system
call anomaly analysis [67, 58, 36], could be applied to the router environment as well.
However, this approach also has the same limitations as in the host environment — once
a router is compromised, the detection software is no longer dependable. Indeed, it
has become increasingly common for malware to disable anti-virus and IDS products
and we see no reason to believe the router environment will be different. Thus, while
such attack detection mechanisms are undoubtedly an important defensive element, in
this dissertation we start from the assumption that routers may be successfully compro-
mised.

This dissertation addresses part of a simple, yet increasingly important net-
work security problem: how to detect the existence of compromised routers in a network
and then remove them from the routing fabric. The root of this problem arises from the
key role that routers play in modern packet-switched data networks. To a first approxi-
mation, networks can be modeled as a series of point-to-point links connecting pairs of
routers to form a directed graph. Since few endpoints are directly connected, data must
be forwarded — hop-by-hop — from router to router, towards its ultimate destination.
Therefore, if a router is compromised, it stands to reason than an attacker may drop,
delay, reorder, corrupt, modify or divert any of the packets passing through this router.
Such a capability can then be used to deny service to legitimate hosts, to implement on-
going network surveillance, or to provide an efficient man-in-the-middle functionality
for attacking end systems.

Given this threat model, the problem of detecting a compromised router falls



to its neighbors: A compromised router can potentially be identified by correct routers
when it deviates from exhibiting expected behavior. This overall approach can be broken

into three distinct subproblems:

1. Traffic validation. Traffic information is the basis of detecting anomalous behav-
ior: given traffic entering a part of the network, and an expected behavior for the
routers in the network (i.e. a known routing configuration), anomalous behavior is
detected when the monitored traffic leaving one part of the network differs signifi-
cantly from what is expected. However, implementing such validation practically
can be quite tricky and requires tradeoffs between the overhead of monitoring,

communication, and accuracy.

2. Distributed detection. It is impossible for a single router to determine that its
neighbor’s behavior is anomalous. Thus, detection requires synchronizing a col-
lection of traffic information and distributing the results so that anomalous behav-

ior can be detected by sets of correct routers.

3. Response. Once a router, or set of routers, is thought to be faulty, the forward-
ing tables of correct routers must be changed to avoid using those compromised
nodes. In addition, over longer time scales, an appropriate alert must be raised so

human forensic experts can respond appropriately.

This dissertation addresses each of these problems in turn. For different
threats, we describe a range of appropriate and efficient traffic validation functions. Next
we examine how these functions can be used to build an anomalous behavior detector
for compromised routers. Finally, we show how this detector can be integrated into link-
state routing to automatically isolate network paths demonstrating anomalous behavior.

Several researchers have developed distributed protocols to detect such traffic
manipulations, typically by validating that traffic transmitted by one router is received
un-modified by another [21, 87]. However, all of these schemes — including our own [87]
— struggle in interpreting the absence of traffic. While a packet that has been modified

in transit represents clear evidence of tampering, a missing packet is inherently ambigu-



ous: it may have been explicitly blocked by a compromised router or it may have been
dropped benignly due to network congestion. In fact, modern routers routinely drop
packets due to bursts in traffic that exceed a router’s buffering capacity, and the widely-
used Transmission Control Protocol (TCP) is designed to cause such losses as part of
its normal congestion control behavior. Thus, existing traffic validation systems must
inevitably produce false positives for benign events and/or produce false negatives by
failing to report real malicious packet dropping.

We design, develop, and implement a new compromised router detection pro-
tocol that dynamically infers the precise number of congestive packet losses that will
occur. Once the congestion ambiguity is removed, subsequent packet losses can be
safely attributed to malicious actions. We evaluate this protocol in a small experimental
network in the Emulab testbed and demonstrate that it is capable of accurately resolving
extremely small and fine-grained attacks. We believe this protocol is the first to auto-
matically predict congestion in a systematic manner and is necessary for making any

such network fault detection practical.

1.1 Background

There are inherently two sets of threats posed by an adversary: (1) An attacker
may subvert the network control plane and attack by means of the routing protocol. For
example, by issuing false routing advertisements, a compromised router may manipulate
how other routers view the network topology, and thereby disrupt service globally. (2)
An attacker may subvert the network data plane and attack by means of the packet for-
warding process. By causing the router to violate the forwarding decisions that it should
make based on its routing tables, a compromised router may disrupt communication
in the network. Once a router has been compromised, an attacker may interpose on
the traffic stream and manipulate it maliciously to attack others — selectively dropping,
modifying, or re-routing packets.

Next, we present a very brief introduction to the secure protocols on the con-



trol plane addressing the first set of threats before we focus solely on the network data

plane attacks.

1.1.1 Secure Protocols on the Control Plane

The first threat has received, by far, the lion’s share of the attention in the re-
search community, perhaps due its potential for catastrophic effects. By issuing false
routing advertisements, a compromised router may manipulate other routers’ views of
the network topology, and thereby disrupt service globally. For example, if a router
claims that it is directly connected to all possible destinations, it may become a “black
hole” for most traffic in the network. While this problem is by no means solved in
practice, there has been significant progress towards this end in the research commu-
nity, beginning with the seminal work of Perlman. In her PhD thesis [104], Perlman
described robust flooding algorithms for delivering the key state across any connected
network, and described a means for explicitly signing route advertisements. There have
subsequently been a variety of efforts to impart similar guarantees to existing routing
protocols with varying levels of cost and protection. Generally, these techniques break
down into two categories: approaches based on ensuring the authenticity of route up-
dates and those based on detecting inconsistency between route updates.

Barbir er al. [13] present a model of generic threats to routing protocols. They

characterize threat sources into two groups:

e Qutsiders are adversaries participating illegitimately in the routing protocol.
These attackers may attempt to access subverted links or network equipment so

that they can observe control messages and/or announce invalid control messages.

e Insiders are authorized components of the network participating legitimately in the
routing protocol. However, they misbehave, e.g., a compromised router behaves

arbitrarily or a router is misconfigured.

Barbir et al. categorize routing threat actions as deliberate exposure, sniffing,

traffic analysis, spoofing, falsification(insertion, deletion, substitution, replaying, inter-



ference, overload), and they categorize threat consequences into four types: disclosure,
deception, disruption, and usurpation. Finally, they discuss the attack damages, such
as network congestion, blackholes, looping, partitions, churn, instability, overcontrol,
clogging, starvation, eavesdropping, and so on.

An illustrative, but not comprehensive, list of the secure protocols on the con-

trol plane includes:

Link state routing

— Wired networks: FIRE [101], JiNao [135, 108, 60, 25], others [92, 26, 45,
46].

— Wireless networks: SLSP [100].

Distance vector routing

— Wired networks: RIP-TP [102], S-RIP [129], others [118, 52].
— Wireless networks: ARAN [113], SAODV [139], SEAD [53], RIDAN [121].

— Sensor networks: [85].

Interdomain routing: S-BGP [65, 66], soBGP [134], Whisper [122], SPV [54],
others [117, 143, 41, 55, 142].

General security issues in routing: [140, 91, 42].

Some recent developments in secure routing protocols can be found in [99,

137, 48, 10].

1.1.2 Secure Protocols on the Data Plane

By contrast, the threat posed by subverting the forwarding process has re-
ceived comparatively little attention until very recent years. This is surprising since, in
many ways, this kind of attack presents a wider set of opportunities to the attacker — not

only denial-of-service, but also packet sniffing, modification and insertion — and is both



trivial to implement (a few lines typed into a command shell) and difficult to detect. The
rest of this dissertation focuses entirely on the problem of malicious forwarding.

We study the following protocols in detail in Chapter 3 Literature Review:

e Section 3.1 WATCHERS: A distributed network monitoring approach
e Section 3.2 HSER: Highly secure and efficient routing

e Section 3.3 HERZBERG: Early detection of message forwarding faults
e Section 3.4 PacketObituaries: Packet obituaries

e Section 3.5 AWERBUCH: An on-demand secure routing protocol resilient to

Byzantine
e Section 3.6 SecTrace: Secure Traceroute

e Section 3.7 PERLMAN: Network layer protocols with Byzantine robustness fail-

ures

e Section 3.8 StealthProbing: Stealth probing

e Section 3.9 SATS: Secure split assignment trajectory sampling

e Section 3.10 ACL: Availability centric routing

e Section 3.11 GOLDBERG: The role of cryptography in network accountability

e Section 3.12 ZHANG: Secure routing in ad-hoc networks

In Chapter 5, we present our Protocol Il and Protocol Il , detecting
malicious routers. In Chapter 6, we design and develop Protocol y that dynamically

infers the number of congestive packet losses.

e Chapter 5 Protocol Il;;5 and Protocol IIy: Detecting and isolating mali-

cious routers

e Chapter 6 Protocol x: Detecting malicious packet losses



Acknowledgement

Parts of Chapter 1 are reprints of the materials as they appear in the IEEE
Transactions on Dependable and Secure Computing, 2006, by Alper Tugay Mizrak,
Yu-Chung Cheng, Keith Marzullo and Stefan Savage; and UCSD Technical Report,
CS2007-0889, 2007, by Alper Tugay Mizrak, Keith Marzullo and Stefan Savage.



Chapter 2

Problem Space

This chapter studies the problem space in detail and presents a general system
model on which all of the existing failure detection protocols rely, and then explore
the design space, including the design decisions made in these protocols. As such,
this chapter provides a background to study those existing failure detection protocols in

Chapter 3.

2.1 General System Model and Assumptions

It turns out that all of these protocols entail similar requirements, such as a syn-
chronous network model, good terminal routers, the good path property, cryptographic
tools and key distribution. In this section we present these requirements and a general
system model for all protocols, presented in Chapter 3, that have addressed the problem

of detecting compromised nodes attacking the data plane.

2.1.1 Network Model

Some of the protocols are designed for hard-wired networks, while the others
are designed for wireless networks. Within a network, it is presumed that packets are
forwarded in a hop-by-hop fashion from source to destination — each node following

the directions of a local forwarding table, which is computed by routing protocols, as
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described in Section 2.1.6.

It is assumed that each node has sufficient data processing capability to gen-
erate traffic summaries describing the network traffic it is forwarding, and sufficient
computational capability to exchange and reconcile summaries with its neighbors. We

discuss the issue of overhead further in Chapter 7.

2.1.2 Synchronous Model

Every protocol assumes a synchronous network model of coarsely synchro-
nized clocks and/or bounded message delays. This assumption is required by the pro-
tocols in order to decide whether a packet has been delivered within the expected time

interval which is determined via timeout mechanism.

2.1.3 Good Path Between Correct Routers

It is assumed that between any two uncompromised routers, there is suffi-
cient path diversity such that the malicious routers do not partition the network. In
some sense, this assumption is pedantic since it is impossible to guarantee any network
communication across such a partition. Another way to view this constraint is that path
diversity between two points in the network is a necessary, but insufficient, condition for
tolerating compromised routers. These protocols all propose a mechanism that offers a
sufficiency condition in the presence of the necessary diversity condition.

Recently, Teixeira et al. [124] empirically measured path diversity in ISP net-
works and found that multiple paths between pairs of routers were common. Similarly,
many enterprise networks are designed with such diversity, in order to mask the impact

of link failures. Consequently, we believe that this assumption is reasonable in practice.

2.1.4 Good Terminal Routers

It should be noted, however, that this diversity usually does not extend to in-

dividual hosts on local-area networks; single workstations rarely have multiple paths to
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their network infrastructure. In these situations, for fate-sharing reasons, there is lit-
tle that can be done. If host’s access router is compromised, then the host is isolated
and there is no routing remedy even if an anomaly is detected; the fate of individual
hosts and their access routers are directly intertwined. Moreover, from the standpoint
of the network, such traffic originates from a compromised router, and therefore cannot
demonstrate anomalous forwarding behavior. !

To summarize, these protocols are designed to detect anomalies between pairs
of correct nodes and thus for simplicity it is assumed that a terminal router is not faulty
with respect to traffic originating from or being consumed by that router. This assump-
tion is well justified due to the fate-sharing argument and it is accepted by all of the
detection protocols.

This assumption is necessary, in order to protect against faulty terminal routers
that drop packets they receive from an end-host or packets they should deliver to an end-
host. However, it also excludes denial-of-service(DoS) attacks wherein a faulty router
introduces bogus traffic claiming that the traffic originates from a legitimate end-host.
Of course, standard rate-limit schemes can be applied against these kind of DoS attacks,

yet, none of these protocols explicitly address this problem.

2.1.5 Cryptographic Tools and Key Distribution

A negative result is presented in [39] proving that any Byzantine fault detection
protocol requires a key infrastructure, cryptographic operation, and dedicated storage at
every node. All of the protocols that consider a compromised node with the ability to al-
ter packets require cryptographic functions [40, 62]. They are primarily for authenticity

and integrity?:
e Digital signatures, eg. DSA [93].

e Message authentication code (MAC), eg. HMAC [17], UMAC [19]

! This issue can be partially mitigated by extending our protocol to include hosts as well as routers, but this simply
pushes the problem to end hosts. Traffic originating from a compromised node can be modified before any correct
node witnesses it.

2Confidentiality is not the main concern of these protocols. If confidentiality is desired then it is assumed that end
hosts are responsible.
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e One way hash functions, eg. MD5 [110], SHA-1 [94], UHASH [19].
e Hash chains [71], eg. TESLA [106].
e Pseudo random functions (PRF) [76].

However some of these protocols do not address an adversary that can mod-
ify packets in the protocol’s threat models. For example, WATCHERS and HERZBERG
are designed against only malicious packet drops, so they require neither cryptographic
functions nor key distribution.

A mechanism for key distribution is necessary in order to use these crypto-
graphic functions. Key distribution can rely on either public or secret key infrastruc-
tures®. Finally, it is assumed that either the administrative ability to assign and distribute
shared keys or a public key infrastructure, such as Internet Key Exchange(IKE) [44], or

a secure key exchange method, such as Diffie-Hellman [30], is available.

2.1.6 Routing

These detection protocols secure forwarding functionality on the data plane.
Yet, all of the protocols need more or less a global view of the topology. Network con-
nectivity and routes can be discovered via routing protocols. Secure routing protocols,
such as those in Section 1.1.1, should provide secure routing on the control plane.

We can categorize the detection protocols according to the routing protocols

that they rely on:

e Static routing*: HERZBERG, Opt imisticProtocol.

These protocols present methods to detect malicious behavior on a single path.
However they can be extended to the case of executing a round of proposed de-

tection schemes for every source and destination pair in the network.

3Digital signatures with public key infrastructure or message authentication codes with pair-wise secret key
infrastructure.
“In static routing, an administrator manually sets up routing configuration at each node.
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e Source routing’:

— Intradomain network: PERLMAN, HERZBERG, HSER.
— Interdomain network®: ACL, PacketObituaries

— Both: StealthProbing.

In these protocols, only the source router detects a failure. Announcing this detec-
tion to others does not help much, since a correct router receiving this announce-
ment can not trust the source. The detection is utilized only at the source: As
a response, the source is responsible for excluding the suspicious link from its

routing fabric.

One concern about source routing is that since the route information is embed-
ded into the packets, it increases the processing overhead and packet size, which
may possibly cause fragmentation. This is a significant problem for these detec-
tion protocols, since the pre-computed fingerprints at the upstream routers are no

longer valid’. This is discussed further in Section 7.4.4.
e Link state routingg: WATCHERS, Protocolll,, Protocol Ilg,os,
Protocol x.

Link state routing protocols have the advantage of adjusting the topology automat-
ically. Once the detection is disseminated to the correct routers, it can be excluded

from the routing fabric easily.

e Not specified: SATS, SecTrace.

SecTrace does not specify a routing scheme explicitly. A source router discov-

ers the path to a destination in hop-by-hop fashion similar to Traceroute.

SATS does not specify a routing scheme explicitly, neither. The centralized back-

end engine has the global view of the topology and assigns to each router a specific

5In source routing, each node has a global view of the network topology and computes routes to each destination.
The selected route is embedded into the packets that the intermediate routers forward.

5 For example, BGP, which is a distance vector routing, with multipath support [138, 119, 6].

"Unless the fragments are reassembled. Yet, reassembling is unpractical.

8For example, OSPF or IS-IS.
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subset of traffic to monitor. As it is described, it does not handle mis-routing at-
tacks. However, the related documentation mentions that in order to handle such

attacks, link state routing is required.

2.2 Threat Model

2.2.1 Adversarial Capability

A compromised router can alter traffic and can also behave arbitrarily with
respect to the proposed protocols by not participating in the protocol, announcing incor-
rect reports, or colluding with other compromised routers to launch organized attacks.
We use the term traffic faulty to indicate a router that alters traffic and the term pro-
tocol faulty to indicate a router that misbehaves with respect to the proposed protocol.
A faulty router is one that is traffic faulty, protocol faulty or both. Distinguishing be-
tween protocol faulty and traffic faulty behavior is useful, because while it is important
to detect routers that are traffic faulty, it is not as critical to detect routers that are only

protocol faulty: routers that are only protocol faulty are not altering the traffic flow.

Attacks on the network data plane: A compromised router can arbitrarily alter its
own forwarding behavior. For example, such a router can drop or modify selected (or
all) packets, or divert them to other routers.

We divide up arbitrary behavior into five different threats. These threats com-
pletely cover the set of bad behaviors, with respect to data forwarding, which a router
can exhibit. When all of these metrics are zero, then no router is forwarding traffic in a

faulty manner.

e Packet loss. A compromised router can drop any subset of packets. As per Almes
et al. [2], loss can be measured as the amount of data arriving at the sink of path-

segment subtracted from the amount of data sent from its source.

e Packet fabrication. A compromised router can generate packets and inject them

into the traffic stream. This can be measured as the number packets which are



15

reported at the sink of a packet segment but not monitored as being sent by its

source.’

Misrouting packets can be considered an instance of both packet loss and packet

fabrication.

e Packet modification. One can consider this threat as a combination of packet loss
and fabrication, but it may not be detectable by simply comparing the number of
packets arriving at the sink with the number sent from the source. Instead, some
summary of the content needs to be maintained, and one measures the number of

modified packets.

e Packet reordering. A compromised router can reorder packets. Doing this can
lead to performance problems or, in the extreme, denial of service. Reorder-
ing of packets can effect TCP performance tremendously [16, 18]. There are
many reasonable and incompatible methods of measuring the amount of reorder-
ing, e.g. [16, 18, 88, 107]. For example in [107]: Given a transmitted stream S and
a received stream F', remove from both all lost, fabricated and modified packets.
Then, find the longest common subsequence ¢ between these modified streams.

The amount of reordering is defined as |S| — |/].

o Time behavior. A compromised router can delay traffic or introduce jitter to mul-
timedia traffic. Like reordering, doing this can lead to performance problems or,
in the extreme, denial of service. There are simple metrics one can use, such as
the first » moments of the inter-packet delay distribution. However, such metrics

are notoriously sensitive in packet networks.

Addressed attacks: WATCHERS and HERZBERG are effectively designed to detect
only packet losses as a result of a Byzantine attack. Consequently, the state require-

ment for these protocols is minimal. To be robust against alteration, the routers need to

9None of the Byzantine detection protocols explicitly addressed denial-of-service(DoS) attack. However, standard
rate-limit schemes can be applied against DoS attacks.
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keep an identity of the packets, namely a fingerprint. PERLMAN, HSER, SecTrace,
Protocol Il; and Protocol Il store this information as well.

It has been shown that reordering of packets can significantly degrade TCP
performance [16, 18]. None of the above protocols has taken reordering into con-
sideration as a Byzantine attack. In the framework of underlying traffic validation,
Protocol Il; and Protocol Il;;o address this attack by recording the order be-
tween the identities of packets. SecTrace can be extended to detect this kind of at-
tack. However, it is impossible for PERLMAN, HERZBERG, and HSER to handle packet
reordering, since they monitor a single packet at each round. And it is impossible for

WATCHERS to do so, since it does not keep the identity of packets.

2.2.2 Number of Faulty Routers

Attackers can compromise one or more routers in a network.

One cannot depend on faulty servers to detect faulty servers. Compromised
routers can cooperate to hide the evidence that a router is faulty. Failure detection can
be influenced by the maximum number of adjacent faulty routers as well as by the total
number of faulty routers.

Some protocols, for example, PERLMAN, impose an upper bound on the num-
ber of faulty routers: If ToralFault(f) holds, then there can be at most f faulty routers
out of n total number of routers.

Protocol Ilgs, Protocol Il; and Protocol y impose an upper bound
AdjacentFault(k) on the number of adjacent faulty routers. For example, if
AdjacentFault(3) holds, then there can be no more than 3 adjacent faulty routers in
any path.

WATCHERS requires the good neighbor and majority good conditions. Good
neighbor condition states that each router is a neighbor to at least one good router. This
is required for each router to be validated by at least one correct router. The majority
good condition states that a majority of the routers is good. This is required in order to

prevent faulty routers from triggering a new round of the protocol.
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HERZBERG, HSER, SATS, and StealthProbing do not require any fur-

ther restriction other than those in Section 2.1.

Figure 2.1: Failure detector via active replica / state machine approach.

2.3 Centralized Failure Detector via Active Replication

The behavior of a router is deterministic: traffic enters a router and is for-
warded on to the next hop towards its destination. Because it is determinsitic, the be-
havior of a router can be verified by a failure detector via an identical replica of that
router.'” For example, in Figure 2.1, a failure detector is implemented with an identical
replica 7’ of the router . In this scheme, the failure detector listens the router r’s traffic
in promiscuous mode and ensures that the replica r’ receives the same input traffic as
the router r. Then the failure detector compares the output traffics of the router r and
the replica . If there is a discrepancy, then a failure is detected and an alarm is raised.
In this case, either the monitored router is faulty or the failure detector is faulty.

This is an ideal failure detector that detects malicious behavior of compro-

mised routers. However, this scheme has limitations:

10This scheme is also called master-checker, active replication, or state machine approach in the literature.
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Complexity of implementation: First of all, a failure detector must implement the
necessary precautions to avoid nondeterminism, such as in scheduling and internal mul-
tiplexing. For example, upon receiving routing updates, each router updates its routing
tables. If the router and the replica do not update their routing tables simultaneously,
then for a short time interval their output traffic might include discrepancies. Another
issue is the randomization used in active queue management schemes. Both the router
and the replica rely on the same randomization source to generate the same output.
Researchers addressed this issue by implementing a light-weight version of
such a failure detector via traffic validation: Instead of validating the exact traffic that
transits a router, various characteristics of the traffic entering into and leaving various
parts of the network can be used for validation. This is discussed in detail in Sec-

tion 2.4.1.

Resource requirement: Furthermore, to implement such a failure detector, as in Fig-
ure 2.1, requires additional hardware resources — the identical replica of the router —
which might be prohibitively expensive.

This limitation is addressed by implementing such a failure detector in a dis-
tributed manner. This requires the participation of uncompromised routers. We discuss

this issue in Section 2.4.2.

2.4 Distributed Failure Detector via Traffic Validation

The goal is to implement such a detection mechanism as in Figure 2.1 in a
distributed manner in the network. Given the system model in Section 2.1, the problem
of detecting a compromised router falls to its neighbors: A compromised router can
potentially be identified by correct routers when it deviates from exhibiting expected
behavior.

As it is mentioned in Section 1, the overall approach can be broken into three
distinct subproblems: traffic validation, distributed detection, and response. Next, we

study each of these problems in turn. For different threats, we describe a range of appro-
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priate and efficient traffic validation functions. We then examine how these functions

can be used to build an anomalous behavior detector for compromised routers.

2.4.1 Traffic Validation

Traffic validation is the basis for detecting anomalous behavior that determines
whether traffic is altered en route. For traffic entering a region of the network, and
knowing the expected behavior of the routers in the network, anomalous behavior is
detected when the monitored traffic leaving that part of the network differs significantly

from what is expected. Traffic validation can be defined in terms of conservation of

traffic:

Conservation of traffic: Some property of the traffic entering into a region of a net-
work must be consistent with the same property of the traffic leaving that part of

a network.

There are three design decisions that must be addressed to implement such a

mechanism:
e Traffic to monitor: What traffic is to be monitored?
e Conservation of traffic policies: Which property of the traffic is to be validated?
o Traffic validation architectures: What region of a network is to be monitored?

A failure detector based on traffic validation can be as effective as one based
on active replication, and the overhead is reasonable. In practice, designing a traffic
validation mechanism includes tradeoffs for each design decision above. Hence, im-
plementing a traffic validation mechanism is an engineering problem. In addition, real
networks occasionally lose packets due to congestion. Traffic validation needs to ac-
commodate these congestive packet losses. Implementing such validation practically
can be quite tricky and requires tradeoffs between the overhead of monitoring, com-
munication and accuracy. We now study the design decisions to implement a traffic

validation mechanism in detail.
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Traffic to Monitor

The protocols can be categorized in various ways. Some protocols monitor
individual packets while others monitor aggregate traffic. Some protocols are based
on active probing: they send probe packets periodically; while others deploy a passive

approach that simply monitors existing traffic.

Active probing vs. passive monitoring: Active probing increases the traffic load in
the network, so almost all protocols are based on passive monitoring approach, where
the routers passively monitor existing traffic in the network. Only SecTrace is origi-
nally based on active probing, monitoring the probe packets between pair of routers. It

was later replaced with a passive monitoring approach.

Single packet vs. aggregate traffic: One of the design decisions made by these pro-
tocols is whether to monitor a single packet or aggregate traffic.

PERLMAN, HERZBERG, and HSER monitor a single packet at each round.
This leads to two negative outcomes. First, there are thousands of thousands packets
that must be forwarded in the network, and these protocols necessitate maintenance of
some state for the packet being monitored, such as a timeout clock, reserved buffer, and
so on. Thus, if all the packets in the network are monitored, then there is a huge ex-
plosion in the state size required at each router. As a result, it becomes impractical to
provide Byzantine Robustness for each packet. Another serious limitation is the unfor-
tunate fact that it is quite challenging to attribute a missing packet to a malicious action
because normal network congestion can produce the same effect. Modern networks rou-
tinely drop packets when the load temporarily exceeds a router’s buffering capacity. A
packet might be delayed or dropped due to congestion. These are all abnormal but non-
malicious behaviors. If the monitored packet happens to be dropped due to congestion,
then as a result some routers may be incorrectly identified as faulty. Byzantine Robust-
ness protocols have to be tolerant to these kind of non-malicious abnormal behaviors to

some extent.
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In contrast, WATCHERS, StealthProbing, SecTrace,
Protocol Il;42, Protocollly, and Protocol x validate aggregate traffic
over some period of time. While these protocols compute some state locally for
each packet, limiting distributed reconciliation to traffic aggregates amortizes the
communication and synchronization overhead (otherwise prohibitive) across many
packets. This also makes it feasible to apply a threshold mechanism to distinguish
between acceptable bad behavior (e.g. small amounts of packet loss and reordering)
and malicious behavior.'!

As aresult, these protocols can tolerate non-malicious abnormal behaviors and
can shrink the state size maintained at individual routers. Nevertheless, monitoring all
packets in the aggregate traffic might be still too costly. If there are insufficient com-
putational resources, one can easily tradeoff accuracy for overhead by subsampling the
packets to be considered. As in Duffield and Grossglauser’s Trajectory Sampling [31],
if the same random hash function is used to subsample packets at each end of a path-
segment, then each router should observe the same subset of packets. Further, each
pair of routers is free to select such sampling functions independently and need not
rely on a global secret. SATS is designed with this motivation. For SecTrace and
Protocol Ilg 9, routers executing the protocols can agree on a subsampling pattern
to select a subset of packets to monitor. Meanwhile, subsampling is not applicable in

Protocol II,."?

Conservation of Traffic Policies

Upon receiving a packet, a router references its routing table to determine the
next hop toward the destination, and then forwards the packet. Thus, ideally, the traffic

entering a router is equal to the traffic leaving that router. Of course, there is queueing

11 All detection protocols, except Protocol X, have tried to distinguish malicious packet losses from congestive
losses using a user-defined threshold: too many dropped packets implies malicious intent. However this heuristic is
fundamentally unsound; setting this threshold is, at best, an art and will necessarily create unnecessary false positives
or mask highly-focused attacks.

2In protocol 11y, the sampling pattern is known to every router along the path-segment. Thus, compromised
router may attack only the unmonitored packets without being detected.
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and processing delay, and packets can be lost due to congestion.

The most precise description of traffic is itself: the exact content of the pack-
ets. However, the storage requirements to buffer all packets (as well as the bandwidth
consumed by resending them in order to implement distributed detection, discussed
later) make this approach impractical. Instead, one can choose less precise properties of
the traffic to validate traffic. Many characteristics of the traffic can be summarized far
more concisely and can be used to validate different properties of the traffic. In particu-
lar, if we concentrate on particular threats — ways in which a malicious entity might alter

the traffic — we can limit our effort to detecting just those actions. Some properties are:

1. Conservation of flow validates the volume of the traffic, thereby addressing the

malicious behavior of dropping packets.

2. Conservation of content validates the content of the traffic, thereyby addressing

the malicious behavior of modifying packets.

3. Conservation of order validates the order among the packets that constitute the

traffic, thereby addressing the malicious behavior of reordering packets.

4. Conservation of timeliness validates the time behavior of the forwarding process,

thereby addressing the malicious behavior of delaying packets.

Conservation of flow: To address malicious packet loss, the volume of the traffic
is the property that is expected to be preserved. This resembles the “conservation of
flow” approach used by the WATCHERS, which implements the mechanism, where each
router counts the number of packets that it has observed as it monitors traffic over some
pre-agreed time interval. Traffic validation is done by comparing the values of these
counters. In general, this is a fragile summary function because it only detects actions
that cause packet losses, and it assumes that malicious routers cannot fabricate pack-
ets to “fudge” the counts appropriately. However, it is extremely cheap to implement,
both in the per-packet cost and in the associated overhead to communicate traffic infor-

mation among routers. It might be possible to extract such information from existing
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traffic analysis tools, such as Cisco’s Netflow [28], without requiring router modifica-
tions though we have not attempted this (there are a number of complexities in how
Netflow manages flow records that pose non-trivial synchronization challenges).
WATCHERS and HERZBERG rely on this policy and effectively detect only
packet losses as result of an attack launched by compromised routers. Consequently, the

amount of state requirement is minimal.

Conservation of content: This policy requires the content of traffic to be preserved.
To detect modification of packets, a fingerprint,!? (that is, a one-way hash value), of
the payload, in place of a simple counter, can be used. Analogous to conservation
of flow, each router then periodically communicates a set of packet fingerprints with
other routers for traffic validation, which is calculated via set difference. In addition to
detecting packet modification, this approach also detects packet loss, packet fabrication,
and misrouting.

One downside to this approach is that it requires storing and communicating
a fingerprint for each packet forwarded by a router. This is a significant overhead. One
can save significant space and bandwidth by using more sophisticated algorithms for
calculating set differences. The simplest approach is to simply use Bloom filters [20]
to represent the set of fingerprints. One can then use the population of the bitwise
difference between the filters to calculate the size of the set difference. This approach is
far cheaper to implement, but comes at some expense in accuracy. More problematic is
that it is difficult to know in advance the appropriate parameters for the Bloom filter. A
too-small filter can result in significant errors in estimation. A more promising approach
is to leverage distributed set reconciliation algorithms [84]. This approach has greater
computation overhead than Bloom filters, but it is optimal in bandwidth utilization [84].
In Appendix A, this algorithm is explained in detail.

Packet loss, fabrication, and modification are the attacks widely addressed by

the Byzantine detection protocols based on this policy. As they are specified, PERLMAN,

13 The difficulty of computing a fingerprint with changing fields in IP header, such as TTL and checksum, is
discussed in Section 7.4.2.
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SecTrace, OptimisticProtocol, HSER rely on conservation of content.

Conservation of order: This policy further checks the order among the content of
traffic. One mechanism for detecting packet reordering is to maintain ordered lists of
packet fingerprints rather than simple sets to detect packet reordering. As with conser-
vation of content, this can result in a significant storage overhead. This has a higher
overhead than simply computing the size of the set difference.

Only Protocol Il and Protocol ;o explicitly addressed reordering
attacks. However, it would not be hard to extend the protocols monitoring aggregate
traffic, such as SecTrace, PacketObituaries to include this kind of attack, but
it can not be done with the protocols of PERLMAN, HERZBERG and HSERsince they
monitor a single packet at each round. And detecting this sort of attack is impossible for

WATCHERS since it does not keep the identity of packets.

Conservation of timeliness: Conservation of timeliness validates the time behavior of
the forwarding process in order to address the malicious behavior of delaying packets.
Faulty time behavior can be detected by maintaining ordered list of packet fingerprints
associated with timestamps. Traffic validation can then be done by computing how
much time is spent at each node for a given packet.

None of these protocols, except Protocol Y, addresses the faulty time be-
havior in a systematic way. However, in general, a protocol can be extended to any of
these conservation of traffic policies by implementing an appropriate traffic validation

mechanism.

Traffic Validation Architectures

Various existing protocols apply conservation of traffic to different parts of a

network, such as per router, per interface, and per path-segment.'*

14 A path-segment is formally defined in Section 2.4.2, as a sequence of consecutive routers that is a subsequence
of a path.
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Per router traffic validation: WATCHERS first proposed to use a conservation of flow
(CoF) principle to detect faulty routers. Basically, CoF states that each input to a router
should either be absorbed at that router or passed along to another routers. WATCHERS

implements per router traffic validation by checking the conservation of flow policy.

1 1
Tin Tout
2 2
Tz’ Tout
n n
Tin Tout

n n
T;Ln - Tout + Tdropped
i=1 i=1

Figure 2.2: Per router conservation of traffic.
In Figure 2.2:
e T/, incoming traffic from neighbor i.
e T ., outgoing traffic to neighbor 1.

® Tliropped, traffic dropped at router 7.

If Tropped €xceeds some threshold, then router r is considered to be faulty. '3

Per interface traffic validation: ZHANG and Protocol y implement per interface
traffic validation based on conservation of traffic for each output interface'.

In Figure 2.3:

e T} :incoming traffic from neighbor i to be forwarded to r’ through Q).

15 Traffic originated at router 7, T,riginated, and traffic consumed by router 7, Tionsumed, Which we omit for the
sake of simplicity, should also be considered:

n n
Tin + To'rigz'natcd = Tout + Tconsumed + Tdropped

i=1 i=1

16 These protocols can be easily extended to a per input interface.
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Figure 2.3: Per interface conservation of traffic.

e T,.: outgoing traffic to router r’.
® Tiropped: traffic dropped at router .

For example, in Protocol Y, the behavior of () is simulated at neighbor

router 7’ based the traffic information, 7+

m?

it collects from the other neighbors and its

traffic information, 77’

out*

Protocol x can detect each congestive packet loss individ-

ually. Hence, the other packet losses can be attributed to malicious attacks.

Per path-segment traffic validation: Most widely deployed traffic validation archi-
tecture operate by validating conservation of traffic per path-segment. There are two
approaches: (1) Only the ends of the path-segment validate the traffic. (2) All nodes

along the path-segment participate in validation.

Per path-segment ends traffic validation: In Figure 2.4, only end routers, 1 and 6,
collect traffic information about the traffic traversing the path (1,2, ...,6). By exchang-
ing this information, the routers can validate conservation of traffic for the path. This

mechanism results in m-accurate detection, where m is the length of the path.
O—C—C0—0—6—

Figure 2.4: Conservation of traffic of a path-segment, end-to-end.
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Even though this mechanism does not detect faults accurately, it is widely de-
ployed since it allows the nodes to agree on a sampling pattern and monitor the sampled
traffic. This may significantly reduce the cost.

SecTrace, PERLMAN, StealthProbing, SATS, ACL, GOLDBERG, and

Protocol Il 5 apply this approach.

Per path-segment nodes traffic validation: In Figure 2.5, every router along the
path (1,2, ..., 6) collects traffic information about the traffic traversing. By exchanging
this information, the routers can validate conservation of traffic hop-by-hop along the
path. This mechanism results in 2-accurate detection.

HSER, HERZBERG, AWERBUCH, and Protocol II, apply this approach.
DD —D—G—G)
N 2/ 7 2/

Figure 2.5: Conservation of traffic of a path-segment, along the path-segment.

2.4.2 Distributed Detection

Instead of a centralized failure detector, as in Figure 2.1, our goal is to im-
plement such a failure detector distributed in the network using the existing hardware
resources: requiring the participation of uncompromised routers.

A compromised router can make arbitrary alterations to its own forwarding
behavior. However, given the distributed nature of packet forwarding, it is not possible
in general for an adversary to perfectly conceal such behavior. As long as the packets
traverse some uncompromised router, there is enough data redundancy to detect the
alteration. The detection of a compromised router requires synchronizing the collection
of traffic information and distributing the results for detection purposes.

As the failure detector via active replica, in Figure 2.1, has some uncertainty
— in case of a detection, it may be either the monitored router or failure detector which

is faulty — there will also be some uncertainty in distributed detection of which router
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is faulty, since routers collect the information upon which traffic validation is based. For
example, suppose router r; collects traffic information about packets that traverse rq,
then a neighboring router 5, and then a third router r3. Based on the information that 73
has about the traffic it has seen and the traffic information r; has provided, r3 can deter-
mine that packets have been dropped. But, r3 can’t determine whether r; is lying about
what it claims to have forwarded to r, or whether 7, has dropped the packets. Hence,
there is an inherent lack of precision in determining which routers are compromised.

A failure detector reports a suspicion as a path-segment, which is defined as a
sequence of consecutive routers that is a subsequence of a path.!” More specifically, a
failure detector reports a path-segment if it suspects that a router in that path-segment is
behaving in a faulty manner.

In Section 4.2.2, we present a formal derivation of the specification. In short,
we cast the problem as a failure detector with completeness, accuracy and precision

properties.

Completeness: Whenever a router forwards traffic in a faulty manner,
e if all correct routers eventually suspect a path-segment containing a faulty
router, then a failure detector is strong-complete.
e if at least one correct router eventually suspects a path-segment containing

a faulty router, then a failure detector is weak-complete.

Accuracy: A failure detector is accurate if, whenever a correct router suspects a path-

segment, then there is at least one faulty router in that path-segment.

Precision: A failure detector also has a precision, which is the maximum length of a

path-segment it suspects.

A failure detector must be complete and accurate, and preferably with a high

precision. Implementing such distributed detection involves tradeoffs among precision,

'"For example, if a network consists of the single path (11, ra, 73, 74) then (r2,73) is a path-segment, but (ry,73)
is not because 71 and r3 are not adjacent.
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weak/strong-completeness, and the overhead of monitoring and communication. Vari-
ous detection protocols address these design decisions in different ways and we study
such protocols in Chapter 3.

Compared to weak-completeness, strong-completeness is more desirable
property since every correct router detects the fault. Given a weak-complete detec-
tor, a strong-complete detector can be implemented but the implementation may not be
simple and some precision would be lost. For example, consider a source router 7, that
detects a link (ry, r5) as faulty. Announcing this detection, the other correct routers in
the network have to consider the case that r; is faulty as well. On the other hand, in some
cases, having a weak-complete detector is sufficient in order to take proper response: for
example, relying on source routing, the router r; may only update its own routing table

excluding the suspected (11, 7).

Properties of Protocols

In terms of our specification, WATCHERS 1is accurate with a precision of 2.
However, it is not complete since it has a flaw as explained in Section 3.1. The flaw
can also be fixed as suggested in Section 3.1, in which case the improved protocol is
strong-complete.

The protocols that are based on per path-segment nodes traffic validation, in-
cluding HSER, HERZBERG, and AWERBUCH, are weak-complete and accurate with pre-
cision 2.

The protocols that are based on per path-segment ends traffic validation, in-
cluding SecTrace, PERLMAN, StealthProbing, SATS, ACL, and GOLDBERG,
are weak-complete and accurate with precision M, where M is the length of the path-
segment that is monitored. For example, M is the length of the monitored path between
the source and destination for PERLMAN, StealthProbing, ACL. In SATS, the cen-
tralized backend system decides which path-segments to be monitored.

Most of the protocols are originally presented as weak-complete, such that

only the source router detects the failure. However, they can easily be extended to
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strong-completeness by requiring that the source announce the signed traffic information
intended to lead to the detection.
ZHANG, which is based on per interface traffic validation, is strong-complete,

accurate with precision 2.

2.4.3 Response

Once a path-segment 7 is detected as containing compromised routers, some
countermeasure should be taken. Of course, the most important countermeasure is to
log the suspicion and alert the administrator of the affected routers. Less obvious is how
routers should react to a detection in the short term.

Suppose that some path-segment 7 is detected. An obvious countermeasure
would be to remove all of the routers in 7 from the routing fabric. By doing so, we avoid
using any router that has been suspected of being compromised. Doing this, though,
could also have a serious, and perhaps unnecessarily high, impact on network perfor-
mance. A less aggressive countermeasure would be to only remove the path-segment
7 from the routing fabric: routers update their forwarding tables such that no traffic
traverses along the suspected path-segment 7 anymore. In doing so, we may allow com-
promised routers to keep forwarding packets, but only along paths over which no faulty
behavior has been observed.

We have chosen the second approach because of its less disruptive behavior.
If only a single interface is compromised (today’s interfaces are effectively their own
CPUs) then only the path-segments incident on that interface will be excluded. If a
router is disrupting traffic along several paths, then each of these paths will be sepa-
rately detected and then routed around. Finally, if a router is uniformly malicious (i.e.,
causes traffic validation to fail for all traffic passing through it) then all intersecting

path-segments will be excluded and the router will be completely isolated.



31

Acknowledgement

Parts of Chapter 2 are reprints of the material as it appears in UCSD Tech-
nical Report, CS2007-0899, 2007, by Alper Tugay Mizrak, Keith Marzullo and Stefan

Savage.



Chapter 3

Literature Review

This chapter presents a literature review of the existing failure detection pro-
tocols. We study various protocols proposed as a countermeasure for the attacks on the
network data plane. First, we present each traffic validator implemented by the proto-
cols as a single centralized service, which is explained in Section 2.3. Next, we examine
the various design decisions for each existing protocol and study how the protocols have
implemented such failure detectors by distributing them in the network. As such, this

chapter presents the state of art in these failure detection protocols today.

3.1 WATCHERS: A distributed network monitoring approach

The WATCHERS protocol, which detects and isolates faulty routers based on
a distributed network monitoring approach, was developed (and criticized) at the Uni-
versity of California, Davis from 1997 through 2000 [27, 21, 56]. A faulty router is
defined as one that drops or misroutes packets, or that behaves in an arbitrary manner
with respect to the WATCHERS protocol. Cheung and Levitt [27] first proposed to use
a conservation of flow principle (CoFP) to detect faulty routers. Basically, CoFP states
that each input to a router should either be absorbed at that router or passed along to
another routers.

As shown in Figure 3.1, each router counts the number of bytes it has received

and forwarded through each link during an agreed-upon time interval. Each router then
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e D, ,: for packets with destination y that pass through x.

Figure 3.1: WATCHERS: Transit packet byte counters

floods snapshots of its counters. Once a router has these counters, it uses a two-phase

protocol to detect faulty routers. The two phases are:

1. Validation: A router a compares, for each neighbor b, its counters — for the (a, b)
link — with those of b. If the counters do not agree, it detects its neighbor b as
faulty. Similarly, for each neighbor b and each of its neighbor ¢, a compares the
(b, ¢) link counters of b with those of c. If these counters do not agree, then a
knows that at least one of b and c is faulty, and so a does nothing further with b; it

assumes that b will detect c as faulty or vice versa.

2. Conservation of flow test: If the validation phase is passed successfully, then a
checks if each neighbor b preserves CoFP. It does so by computing the incoming
transit flow [, and the outgoing transit flow O, of router b:

L= (Sep+T.) Oy= Y (Dye+Tye)
Velb—c Velb—c

If | I, — O, |> T for some threshold 7" then a diagnoses b as faulty.

In this scheme, each router maintains six counters for each of its neighbors.1
Thus, if R is the maximum connectivity in the network, then the space cost per router
of this protocol O(R). Since all counters are compared over the same time interval, all

of the routers periodically synchronize with each other.

'In fact, each router maintains seven counters for each of its neighbors. The seventh counter tracks packets
misrouted by that neighbor. Whenever this counter is nonzero, the associated router is identified as faulty.
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Later, the architects of WATCHERS noticed that this algorithm was not suf-
ficient to detect consorting faulty routers [104], defined as faulty routers launching a
coordinated attack and cooperating to hide each other’s malicious behavior. For exam-
ple, in Figure 3.3, let a send packets to e through b, ¢, and d. If ¢ and d are consorting
faulty routers then they can drop all packets and still hide this attack by simply increas-
ing their D. 4 counters rather than 7. ;. With the motivation of this scenario, Bradley
et al. extended the results in [27] and presented the final version of the WATCHERS
protocol [21]. In this version, each router maintains a separate set of counters for each
neighbor and final destination of each packet. In the example, when a sends the packet,
it updates its Si , counter. b updates its 7y . counter after forwarding the packet. ¢ and d
now cannot simply drop the packets and hide the attack just by updating some of their
counters. In this scheme, the space required at a router is O(RN), where N is the total
number of routers in the network.

WATCHERS was designed assuming:

Link state condition: Good routers agree on the exact topology of the network.

Good neighbor condition: Each router is a neighbor to at least one good router.

Good path condition: Each pair of good routers has at least one path of only good

routers connecting them.

Majority good condition: A majority of the routers is good. This is required to

prevent faulty routers from triggering a new round of the protocol.

WATCHERS is the most similar approximation to the failure detector in Figure
2.1, which detects and isolates faulty routers based on a distributed network monitoring
approach. A faulty router is defined as one that drops or misroutes packets, or that
behaves in an arbitrary manner with respect to the proposed protocol.

The traffic validator that WATCHERS implements is given in Figure 3.2 as
a centralized service. WATCHERS validates the conservation of flow property of the

aggregate traffic entering into each router in the network. If the difference between
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Figure 3.2: Failure detector via a traffic validator per router.

the volumes of the traffic entering into and leaving the router exceeds a user-defined
threshold, then a failure is detected and an alarm is raised. This threshold is needed to
avoid false positives as a result of congestive packet losses.

WATCHERS implements this failure detector by requiring all of the neighbor-
ing routers of a router r to synchronize with each other, to count how many bytes they
have received from and forwarded to  during an agreed-upon time interval, to distribute
the snapshots of their counters to the others by flooding, and finally to validate the con-
servation of flow property.

If a neighbor router r,, can not validate the router r, then r,, announces that the
link (r,,, r) is suspicious and (r,,, r) is removed from the routing fabric.

Two years later, another group at UC Davis (Hughes et al. [56]), argued that
CoFP is inappropriate to use as a security mechanism in network protocols. They men-

tioned three general scenarios in which WATCHERS does not work:

e Those for which WATCHERS can be fixed with small modifications in the protocol

such as source routing, premature aging.

e Those that are not addressed by WATCHERS, such such as packet modification and
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packet fabrication. These could be addressed with a more general traffic validation

mechanism.

e Those that represent attacks on the control plane such as ghost routers, and “hot

potato” examples in [56] where faulty routers announce incorrect LSPs.

0002020

Figure 3.3: WATCHERS: Consorting routers

Perhaps more interestingly, they did not notice that WATCHERS failed to detect
one case of consorting routers. Consider two faulty routers ¢ and d in Figure 3.3.
Assume that there is another (unshown) set of bidirectional links connecting a, b and e
so that the good path condition is satisfied. Thus, all of the system requirements are met.
Assume that ¢ drops packets it sends along the (c, d) path but it does not reflect this in

«q- Router d can have a correct value of 7,7, that is inconsistent with ¢’s counter 77,
which means that their neighbors b and e will not perform conservation of flow test for
c or d respectively. In other words, router d, being faulty, may not detect c as faulty.

This flaw can be fixed: a router that detects its neighbors’ counters are in-
consistent expects those neighbors to detect each other and announce this detection by
flooding. For the example given above, routers b and e expect to receive a detection of
(¢, d) within some time interval. Otherwise, b detects (b, ¢) and e detects (d, €).

In terms of our specification, it is accurate with a precision of 2. WATCHERS
is not complete since it has a flaw as explained above. It can also be fixed as suggested
above, in which case the improved protocol is strong-complete.

Our concerns about WATCHERS differs from the criticisms of [56]. Generally

speaking, there are two limitations of WATCHERS:

e First, there is no specification of the problem it solves, which makes it hard to
compare with other protocols. The main drawback of WATCHERS is its weak

traffic validation, which is designed for a restrictive threat model: it addresses
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only malicious packet drops and misroutes. Several researchers have subsequently
developed protocols with more general traffic validation mechanisms addressing

a comprehensive set of attacks.

e Second, consorting faulty routers are the faulty routers launching a coordinated
attack and cooperating to hide each others malicious behavior. WATCHERS ad-
dressed the issue by requiring each router to maintain a separate state for every
neighbor and destination pair in the network. The amount of state each router
must maintain is bounded from above only by the total number of routers in the
network. Other protocols addressed this problem of consorting faulty routers with
a different approach: they validate traffic over path-segments. We discuss this

next.

3.2 HSER: Highly secure and efficient routing

Q@ Q@ Q@

Link {ry,ry

>

Link (rs,ry):

Link (ry,rs):

Figure 3.4: Failure detector via a traffic validator per path-segment nodes.

[11] presents Highly Secure and Efficient Routing (HSER), a combination of

source routing, hop-by-hop authentication, a-priori reserved buffers?, sequence num-

2HSER uses a-priori reserved buffers for a pre-defined number of outstanding packets per source. This guarantees
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bers, timeouts, end-to-end reliability mechanisms, and fault announcements. As it is
noted in [11], while none of these individual mechanisms is novel by itself, it is the
combination of them that delivers Byzantine robustness and detection.

The traffic validator that HSER implements is given in Figure 3.4 as a central-
ized service. HSER validates the conservation of content property of a single packet that
is monitored along the path from the source to the destination. If any router along the
path discovers that its neighbor has lost or altered the packet, then a failure is detected
and an alarm is raised.

HSER implements such a failure detector distributed in the network by requir-
ing each router along the path to compute a fingerprint for the monitored packet, and
to keep a timeout, and finally to validate the conservation of content property with its
neighbors. Upon receiving a packet, the router first validates the authenticity and for-
wards the packet to the next hop towards the destination. After forwarding the packet,
the router sets a timeout for the worst case round trip time to the destination from it-
self. If authenticity of the packet is not verified or the timeout expires, then the router
generates a fault announcement, including its neighbor and itself, to send back to the
source.

HSER relies on source routing. As a response, upon receiving a fault an-
nouncement, the source router computes a new route to the destination excluding the
detected link from its routing fabric.

In terms of our specification, HSER is weak-complete — since only the source
detects a failure — and accurate with a precision of 2.

The overhead of this approach is prohibitively high, since for every source
and destination pair, all of the routers along the path must participate in the detection.
Researchers have developed other protocols based on traffic validation per path-segment
ends in order to implement a feasible detector for practical deployment. The tradeoffs

are:

e Give up precision by only validating at the end routers of the path-segment, in

that packets are never dropped due to congestion.
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which case none of the intermediate routers along the path participates in detec-

tion.

e The end routers of the path-segment can decide on a sampling pattern and keep
track of only the chosen packets. This method may help decrease overhead signif-
icantly. However, attacks to unmonitored packets would not lead to a detection,

and the accuracy in detection would be decreased.

HSER is based on traffic validation per path-segment nodes. Other proto-
cols based on this approach are HERZBERG, PacketObituaries, and AWERBUCH.
HSER basically extends HERZBERG ,d—so—end- to real network settings, and works with
a more general threat model, considering attacks such as dropping, modifying, delaying
packets, etc. Our Protocol Ils, in Section 5.1, is also based on traffic validation per

path-segment nodes.

3.3 HERZBERG: Early detection of message forwarding faults

Herzberg and Kutten [49] present an abstract model and various protocols for
Byzantine detection based on timeouts and acknowledgments from the destination and
possibly from some of the intermediate nodes to the source.

Their significant contribution to the field is the first formal specification of the
problem within a system model designed for only the transmission of a single message
along a fixed path consisting of processors. The task is to deliver a message from a
source processor to a destination processor or, if there is a fault along the path, to detect
the fault location in minimal time with low communication complexity.

The requirement of information from intermediate nodes offers a trade-off
between fault detection time and message communication overhead. This trade-off is
analyzed within the given abstract model.

The following protocols address this trade-off in various ways:

3 HERZBERG is designed to detect packet drops and for only a fixed path.
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e HERZBERG.,4_t0o—enq fault detector: When a destination d receives a packet, it
sends back an ack to the source s along the same path. Each node r along the path
keeps a timeout clock. If it does not receive an ack or a fault announcement from
its neighbor 7 + 1 in time, it detects r 4+ 1 and announces (r, 7 + 1) as faulty. For
this protocol, the communication complexity is optimal, since only a single ack
is sent per message. However, it suffers from high time complexity to detect the

failure.

e HERZBERGqp—by—hop fault detector: Each node along the path sends back an ack
after forwarding a data packet and keeps a timeout clock for the other intermedi-
ate nodes between itself and the destination. In this protocol, the faulty link can
be identified in optimal time, but the message complexity is high, since each in-
termediate node sends an ack back to the source immediately upon receiving the

data packet.

This protocol relies on the same idea as PERLMAN,: acks from intermediate
nodes. However, the problem of colluding faulty nodes mentioned in Figure
3.8 for PERLMAN, does not constitute a problem for HERZBERGhop—by—hop- This
is because all intermediate nodes in HERZBERGy,p—by—hop actively participate in
detection, unlike PERLMAN,, where only the source node is responsible for de-

tection.

e HERZBERGtimal: By selecting some of the intermediate nodes to send an ack to
some chosen intermediate nodes, they developed an efficient detection protocol,

HERZBERGptimal, 1n terms of both communication and time complexity.

3.4 PacketObituaries: Packet obituaries

Argyraki et al. [7] present PacketObituaries for a slightly different set-
ting: Wide area interdomain networking. BGP is the routing protocol used to maintain

a table of reachability among autonomous systems (AS) [47].
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Figure 3.5: PacketObituaries in wide area interdomain network.

PacketObituaries proposes to mount accountability boxes (A-boxes) on
the external links of each border router, as shown in Figure 3.5. For each packet that an
A-box observes, it computes a fingerprint and records the AS-number of the autonomous
system where the packet is last seen.

This is the only protocol that is designed for hard-wired networks and yet it
does not assume that the global view of the network topology is available to participating
nodes. So, A-boxes learn their neighbors by using a discovery process, i.e. by sending
discovery requests periodically on the links.

The authors discuss two versions of the protocol. The first,
PacketObituariespop—by—hops requires A-boxes to exchange traffic informa-
tion hop-by-hop periodically. Upon forwarding a packet, an intermediate A-box sets a
timeout to the worst case round trip time to the destination. If the A-box receives traffic
information from its downstream neighbor, then the A-box replaces the last-AS-number
of the corresponding packet fingerprint. If the timeout expires, the last-AS-number is
set to the local AS-number. Finally, the A-box sends its traffic information back to the
upstream neighbor. Every A-box disseminates the information of last-AS-number back
to its upstream neighbor all the way up to the source.

The second version, PacketObituariesurce, requires each intermediate
A-box to send traffic information of a packet fingerprint as well as the local AS-number
to the source. Upon collecting all the traffic information, the source is responsible for
validating and for determining how far the packet was able to travel towards its destina-
tion.

PacketObituaries is primarily designed for a non-malicious setting.
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Later the threat model is extended to handle malicious ASes by disseminating traffic in-
formation digitally signed. A malicious downstream AS that drops a packet and claims
not to have received it is indistinguishable from a malicious upstream AS that drops
the packet and claims to have already forwarded it. So, detection must include two
neighboring ASes.

Upon a detection, the source chooses another path excluding the suspicious
link as a countermeasure. This assumes that a multipath discovery mechanism for BGP

is available, such as Platypus [119], NIRA [138], WRAP [6].

3.5 AWERBUCH: An on-demand secure routing protocol resilient to

Byzantine failures

Awerbuch et al. [14] present a failure detection protocol, which we name
AWERBUCH in this disseratation, against Byzantine failures including individual or col-
luding nodes that drop, modify, or mis-route packets. They integrate their adaptive
probing technique into an on-demand routing protocol for ad hoc wireless networks.

Similar to SecTrace, where the source searches the failure linearly on the
path towards the destination , for AWERBUCH the source performs a binary search on
the path. The source specifies a probe list of intermediate nodes. Each node in this
list participates in the validation, in addition to the destination node. If the source and
destination can not validate traffic between themselves, then during the next round, the
source adds the node in the middle into the probe list. This path sub-division process
continues until the detected failure corresponds to a link. If the faulty node continues
to introduce discrepancy into the monitored traffic, the source will identify a faulty link
after log M rounds, where M is the length of the path. The authors deploy a link weight
management scheme to avoid faulty links in route discovery process.

In terms of our specification, AWERBUCH is weak-complete — since only the

source detects a failure — and accurate with a precision of 2.
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3.6 SecTrace: Secure Traceroute

Traceroute [57] is a protocol used to determine the route between two nodes
in a network. The source simply sends packets to the destination with increasing time-
to-live (TTL) values. Upon receipt of a packet with an expired TTL, an intermediate
node sends back an ICMP time exceeded packet. The source discovers the path to the
destination hop-by-hop.

Padmanabhan and Simon [98] developed Secure Traceroute, which securely
traces the path of existing traffic. They named the protocol SecTrace for short in [78],
where they extended their research to use the protocol in the context of community

wireless networks.

Path-Segment (r,,r3)

Figure 3.6: Failure detector via a traffic validator per path-segment ends.

SecTrace is developed as a practical tool to securely trace the path of ex-
isting traffic towards a particular destination from a source. It proceeds hop-by-hop
similar to Traceroute: at each round, the source validates the traffic between itself and
an intermediate router towards the destination.

The traffic validator that SecTrace implements is given in Figure 3.6 as a

centralized service. SecTrace validates the conservation of content property of the



44

aggregate or sampled traffic* between the source router and an intermediate router. If
the source detects that there is discrepancy in the traffic, then a failure is detected and
an alarm is raised.

SecTrace implements such a failure detector distributed in the network by
requiring only the end routers of the monitored path-segment to synchronize with each
other and to compute fingerprints for the traffic between themselves for an agreed-upon
time interval. At the end of the round, the corresponding intermediate router sends back
the information it has collected and the identity of the next expected router towards the
destination. Upon receiving this information, the source router validates the conser-
vation of content property: if the source validates the traffic, then it initiates another
SecTrace round with the next intermediate router towards the destination; otherwise,
the source detects a failure.

For example, in Figure 3.6, a path-segment of (ry,ry,73,74) is monitored
during the given traffic validation round and only the source r; and the corresponding
intermediate router 7, implement the distributed failure detector. If the source r; detects
that there is discrepancy in the traffic, then a failure is detected and an alarm is raised: (1)
Either one of the intermediate routers {ry, 3} is traffic faulty introducing discrepancy
into the monitored traffic. (2) Or, the failure detector, which is implemented by r; and
14, is protocol faulty: at least one of {ry, 74} is faulty.

In terms of our specification, SecTrace is weak-complete — since only the
source detects a failure — and accurate with a precision of k, where k is the length of the

monitored path-segment.

00202020

Figure 3.7: SecTrace: Byzantine faulty router.

On the other hand, in [98], the authors require that the source detects the link

between the corresponding intermediate router and its upstream neighbor. For example,

“It can adopt both active probing and passive monitoring approaches.
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in Figure 3.7, if the source a could not validate the traffic with d, then it would detect
(c,d) as faulty. The reasoning behind this approach is that the source a was able to
validate the same traffic up to the upstream neighbor c at the previous validation round,
so either ¢ or d must be faulty introducing discrepancy into the traffic. However, this
approach violates the accuracy property. Assume that only the router b is faulty manip-
ulating the traffic only after the source a validates the traffic with c¢. Consequently, {c, d)
would be detected where neither ¢ nor d is faulty. In this scenario, b is able to hide its
attack and to frame correct routers by carefully choosing a time to start its attack.

In [98], another scenario is discussed: A malicious router confines its attack to
periods of time during which there is no SecTrace activity. To address this problem,
the authors propose to give occasional indications of SecTrace activity, such as by
continuously sending round initialization packets pretending to monitor the traffic, while
in reality doing nothing.

This strategy makes it harder, but not impossible, for a misbehaving router to
decide when to mount an attack. There is still non-zero probability that a faulty router
would not be detected, and what is more, that correct routers would be suspected as
faulty, as in Figure 3.7.

Only the source router detects a failure as a link. As a response, they propose

three different approaches:

1. The source tries to route the traffic around the detected link using source routing.

From the protocol specification, it is apparent that SecTrace does not rely on
source routing, since it requires the corresponding nodes sending the next ex-
pected node to the source router at the end of each round. Unless source routing

is used, it is not clear how to realize this countermeasure.
2. The source notifies the downstream routers, expecting them to make the appropri-
ate routing adjustments avoiding the suspected routers.

Consider a downstream router receiving a detection announcement of (rq,7s)

from a source s. The link (ry,r2) can not be excluded from the routing fabric
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immediately. It might be the case that s is faulty announcing bogus detections
blaming correct routers. Therefore, only the traffic passed through s must be

rerouted around the link (7, r5).

3. The source alerts the administrator of the suspected routers.

Other protocols based on traffic validation per path-segment ends are
PERLMAN, StealthProbing, SATS, ACL, and GOLDBERG. Our Protocol I,

in Section 5.2, is also based on this approach.

3.7 PERLMAN: Network layer protocols with Byzantine robustness

The earliest work on fault-tolerant forwarding is also due to Perlman [104]. In
her PhD thesis, Perlman presented network layer protocols with Byzantine robustness
and Byzantine detection. These results are also summarized in her book [105].

In her PhD thesis, Perlman categorized network layer protocols into four ro-

bustness levels:

e Simple robustness: Network layer algorithms that are robust against simple fail-

ures, such as node or links failures.

e Self-stabilization: Such algorithms do not provide any guarantees in the presence
of a malfunctioning node. However, once malfunctioning nodes are disconnected
from then network, these algorithms guarantee convergence to the correct behav-

10T.

e Byzantine robustness: An algorithm is defined to be Byzantine Robust if it ex-
hibits correct behavior in the face of arbitrarily malfunctioning (Byzantine failure)
nodes. The correct behavior in this context is to be capable of delivering a data

packet from source to destination®.

e Byzantine detection: In such algorithms, the identity of the faulty components can

be discovered in the face of Byzantine failures.

®It is assumed that there exists a good path between every source and destination.
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In this dissertation, our interests are in protocols with Byzantine robustness
and detection; as Perlman indicated: “... the ideal network would have both Byzantine
detection and Byzantine robustness.”

First, she developed robust flooding, which is a method to deliver a packet
reliably to all correctly operating routers. This requires the good path condition, which
states that each pair of nonfaulty routers is connected by at least one path of zero or
more nonfaulty routers. Robust flooding was designed to be used for public key distri-
bution and broadcasting link state packets (LSP), which is a necessary part of link state
protocols.

Next, Perlman developed a data routing protocol with Byzantine robustness.
This protocol uses multipath routing designed for TotalFault(f): no more than f Byzan-
tine faulty nodes exist in the system. The source router computes f + 1 disjoint paths to
the destination and forwards the packet over those f + 1 paths. This protocol provides
Byzantine robustness but not Byzantine detection. ¢

Perlman also developed a novel method for robust routing on top of a link state
protocol with Byzantine detection. In this protocol, the source router first computes a
route based on its local database and then sends a digitally signed route-setup packet
along the chosen route. Each intermediate router on the route verifies the signature and
allocates the necessary resources for the data packet to avoid congestion losses. If the
source router receives an acknowledgment of route-setup from each intermediate router
on the chosen route, then it sends the data packet. The destination router sends back
another ack, if the data packet reaches it. If the source does not receive an ack for the
data packet from the destination, then it determines that the chosen route is not reliable
and computes a new node-disjoint alternative route. In the rest of this dissertation, we
name this protocol PERLMAN and compare this protocol with others that were designed
for Byzantine detection.

Once PERLMAN detects a path as faulty, it treats all the routers in that path as

faulty and avoids sending data through them. In her Ph.D. thesis, Perlman also discussed

SByzantine robustness does not imply Byzantine detection. For example, the simplistic algorithm might flood
each data packet into the network, which is prohibitively expensive.



48

OpO0R0202020,

Figure 3.8: PERLMAN: Colluding routers.

another strategy, which we name PERLMANy, that increases the detection accuracy by
means of having every intermediate router send an ACK back to the source, for every
packet that it forwards. 7 Perlman concludes that this is not a good strategy, due to high
message complexity. However, the main reason that she rejects this scheme is that it is
neither accurate nor complete: A faulty router could fool a correct router into detecting
two correct routers as faulty. She gives the following example: In Figure 3.8, assume
that routers b and e are faulty , and are colluding to hide their attack. Now suppose
that @ sends a data packet to f. If e fails to forward the data packet to f and b fails
discriminatorily to forward ACK packet from d, then a would receive ACKs from b and
¢, but not from any router further. Subsequently, a concludes that one of ¢ or d must
be faulty and detects (c, d), even though both routers are correct. Thus, the protocol is
not accurate. Since a could not detect the faulty behavior of e dropping packets, the

protocol is not complete either.

3.8 StealthProbing: Stealth probing

Avramopoulos and Redfox present StealthProbing [12], an end-router-
to-end-router failure detection mechanism. The protocol creates an IPsec [64] tunnel
and encrypts the traffic between the corresponding routers using an Encapsulating Se-
curity Payload [63] module. It can use either active probing or passive monitoring.
In the case of active probing, it diverts the probing traffic into the encrypted chan-
nel, which ensures that the probe traffic is undistinguishable from the normal data
packets. For passive monitoring, the authors propose a sampling method similar to

TrajectorySampling.

"This is the underlying strategy of some of the the protocols proposed later: SecTraceand HERZBERG.
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StealthProbing determines the availability of a path between two end

routers. This approach only tests for gross connectivity, does not localize the problem.

3.9 SATS: Secure split assignment trajectory sampling

Duffield and Grossglauser [31] proposed Tra jectorySampling. Foreach
packet, every router in the network computes a hash value over the packet content that
does not change along the path. If a packet’s hash value falls into the predetermined hash
range, the packet is sampled. Since identical hash function and hash range are used, ev-
ery router in the network monitors the same sampled traffic. For each sampled packet, a
router computes a fingerprint of the packet and reports it to the centralized measurement
system. After collecting these reports, the measurement system can reconstruct the path,
which is called trajectory, that the monitored traffic traversed.

Lee et al. [75] proposed Secure Split Assignment Trajectory Sampling (SATS)
extending the idea of TrajectorySampling to detect malicious routers. In SATS,
the centralized backend system assigns different hash ranges to every pair of routers in
the network through encrypted channels, which ensures that the hash range assigned to
a router is secret. Every router monitors the traffic falling into its assigned hash ranges
and reports back to the backend system, which runs the detection process.

If the backend system detects an inconsistency between routers 7; and r; then

all the routers between them, including {r;, r;} are suspected to be faulty.

3.10 ACL: Availability centric routing

Similar to PacketObituaries, Wendlandt et al. present Availability Cen-
tric Routing (ACR) [132], which is also designed for interdomain networking and based
on multipath routing. It is assumed that multipaths are provided or an extension of
multi-paths to BGP is available [128]. The main idea is that an end host monitors the
end-to-end availability to a destination and then switches to another path if the perfor-

mance of a path is not satisfactory.
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3.11 GOLDBERG: The role of cryptography in network accountabil-
ity

[39] presented a formal theoretical framework, in a game setting, for defining
the problem of Byzantine detection of faulty nodes in a path with game-based defini-
tions. Their major contribution is the negative result that proves that any Byzantine de-
tection protocol on the data plane requires a key infrastructure, cryptographic operation,
and dedicated storage at every node.

They presented two end-to-end detection protocols, which use sampling to
decrease the processing overhead traffic between a source and destination. The first is
called PepperProbing, in which the source and destination sample the traffic be-
tween them using a cryptographic hash function with pairwise symmetric keys, similar
to TrajectorySampling and SATS. The second protocol is SaltProbing, in
which public keys are used to sample with a timing strategy, similar to TESLA [106].

They also presented a per-packet Byzantine detection protocol, called
OptimisticProtocol, in a simply and elegant way. This protocol is an exten-
sion to PERLMAN,, but addresses the inherent flaws. Basically, this protocol is also
equivalent to HSER.

Finally, they developed a distributed detection protocol for aggregate traffic
using either PepperProbing or SaltProbing approach to sample the traffic: Let
(rs,r1,79,...,74) be a path that is monitored. Every router along the path initiates a
probing session with the destination router, r4. At the end of the session, r; sends all
the traffic information, 7'/, that it has collected for all probing sessions to the source
router 5. Every intermediate router processes only the part of 7'/ that it expects and
then forwards 7'I to the upstream router. Then, source r, collects fault reports from all
the intermediate routers and detects a fault associated with a link (r;, ;1) if r; and r; 4
report significantly different errors.

However this protocol still has high overhead in terms of state requirement

at the intermediate routers. To provide secure communication to every router in the
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network, the proposed protocol should be applied for every source and destination pair.
Thus, a router needs to keep some information about each source and destination pair.

This schema has O(R?) complexity, where R is the number of routers in the network.

3.12 ZHANG: Secure routing in ad-hoc networks

The main difficulty for these detection protocols is to differentiate the packet
losses due to congestion from malicious packet drops. Almost all detection protocols
have tried to address this problem using a user-defined static threshold, and as we show
in Section 6.4.3, it is impossible to find a threshold that can detect subtle attacks.

Congestion is a property of an interface. In order to determine congestion, the
corresponding interface should be monitored. Zhang et al. [141] propose a distributed
detection protocol, ZHANG, to detect malicious dropping of data packets by a bottleneck
node in a wireless ad-hoc network.

They assume that the transmission patterns of each neighbor are stable and
have amean. A wireless node monitoring a neighbor estimates the senders’ transmission
rate as a Poisson process, which is used to compute a threshold value to predict the loss
rate due to congestion. If the observed loss rate is significantly greater than the predicted
threshold, then a failure is detected.

In terms of our specification, ZHANG is strong-complete and accurate with a
precision of 2.

Our Protocol Y, presented in Chapter 6, is also based on traffic validation
per interface: dynamically inferring the number of congestive packet losses in a system-

atic manner.



Chapter 4

System Model and Specification

Our work proceeds from an informed, yet abstracted, model of how the net-
work is constructed, the capabilities of the attacker, and the complexities of the traffic
validation problem. In Section 4.1, we describe and motivate further assumptions under-
lying our model. In Section 4.2, we present the specification that we derived for traffic

validation and distributed detection.

4.1 System Model

We consider a network to consist of individual routers interconnected via di-
rectional point-to-point links. In using this model, we purposely ignore several real-life
complexities. For example, real routers are not homogeneous nodes, but in fact repre-
sent a collection of independent network interfaces which are themselves interconnected
and are, in practice, addressed and controlled distinctly. We have eliminated this detail
for the convenience of description; our analysis can easily accommodate this expanded
model. Similarly, we have chosen to ignore the possibility of broadcast channels in our
model since they are rare in today’s wired networks and can be easily incorporated as
collections of point-to-point links (although there may be opportunities for additional
optimization in broadcast environments).

We assume that each router has sufficient data processing capability to gener-

ate traffic summaries describing the network traffic it is forwarding. For the most precise
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summary functions this may involve touching all packet content. This is well within the
capabilities of modern ASICs, but might require sampling in software implementations.
We also assume that each router has sufficient computational capability to exchange and
reconcile summaries with its neighbors. We discuss the issue of overhead further in
Chapter 7, but in general, our algorithms are efficient and practical for existing router
CPUs.

Within a network, we presume that packets are forwarded in a hop-by-hop
fashion — each router following the directions of a local forwarding table. As well,
we assume that these forwarding tables are updated via a distributed link-state routing
protocol such as OSPF or IS-IS. This is critical, as we depend on the routing protocol to
provide each node with a global view of the current network topology, which we assume
to be consistent. Indeed, this assumption is valid in practice since studies of OSPF
behavior have shown that in-network topology changes are extremely rare [115, 130].
When topology changes do occur there may be transient inconsistencies between routers
that make it impossible to determine whether traffic is being forwarded correctly or not.
Thus, if a compromised router frequently changes its connectivity, it may hide some
forwarding attacks. For this reason, among others, any secure network infrastructure
also requires software to detect security violations or anomalies in the control plane, as
mentioned in Section 1.1.1.

Finally, we assume the administrative ability to assign and distribute shared
keys to sets of nearby routers. This overall model is consistent with the typical con-
struction of large enterprise IP networks or the internal structure of single ISP backbone
networks, but is not well-suited for networks that are composed of multiple administra-
tive domains using BGP.

We define a path to be a finite sequence (rq,rs,...7,) of adjacent routers.
Operationally, a path defines a sequence of routers that a packet can follow. We call the
first router of the path the source and the last router its sink; together, these are called
terminal routers. A path might consist of only one router, in which case the source and

sink are the same.
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An x—path-segment is a sequence of x consecutive routers that is a subse-
quence of a path. A path-segment is an x—path-segment for some value of x > (. For
example, if a network consists of the single path (a, b, ¢, d) then (c, d) and (b, ¢) are both
2-path-segments, but (a, ¢) is not because a and ¢ are not adjacent.

We do not rely on source routing, as has been done by some work in the past,
such as PERLMAN, HSER, ACL, PacketObituaries and StealthProbing. We
do assume some knowledge of the path that a packet will take, at least in the stable
state. In link state protocols, this can be problematic, because they can take advantage
of multiple paths with equal cost for load balancing purposes. Fortunately, the current
generation of routers use a deterministic hash algorithm to spread the traffic load across
available interfaces (eg, Cisco Express Forwarding [29] and Juniper routers with an
Internet Processor ASIC [61]). Thus, a router can predict the path that a packet will take
in the stable state based on its own routing tables and the hash functions.

We assume that attackers can compromise one or more routers in a network
and may even compromise sets of adjacent routers as well. In general, we parameterize
the strength of the adversary in terms of the maximum number of adjacent routers along
a given path that can be compromised. However, we assume that between any two
uncompromised routers that there is sufficient path diversity such that the malicious
routers do not partition the network. Our protocols are also designed to detect anomalies
between pairs of correct nodes and thus for simplicity we assume that a terminal router
is not faulty with respect to traffic originating or being consumed by that router.

Finally, since link-state protocols operate by periodically measuring and dis-
seminating information, we assume a synchronous system. At this level of abstraction,
we can assume a synchronous network model of synchronized clocks and bounded mes-
sage delays. Our goal is to extend the routing protocol to detect compromised routers.
If the network behaves asynchronously for too long, then the routing tables will be up-
dated, thereby changing the network topology. This assumption is common to all proto-
cols we know of that have addressed the problem of detecting compromised routers.

The failure of a router is defined in terms of an interval of time, which in
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practice corresponds with a period of time during which traffic measurements are made.
Specifically, a router r is traffic faulty with respect to a path-segment 7 during 7 if 7
contains 7 and, during the period of time 7, r exhibits anomalous behavior with respect
to forwarding data that traverses 7. For example, router 7 can selectively alter, misroute,
drop, reorder, or delay the data that flows through 7, and it can fabricate new data to
send along 7 such that the packets, if they were valid, would have been routed through

.

4.2 Specification

In this section, we present the specification that we derived for traffic valida-

tion and distributed detection.

4.2.1 Traffic Validation

The first problem we address is traffic validation: what information is kept
about packet traffic and how it is used to determine that a router has been compromised.

We assume that a compromised router can arbitrarily alter its own forward-
ing behavior. For example, a compromised router can drop or modify selected (or all)
packets, or divert them to other routers. However, given the distributed nature of packet
forwarding, such bad behavior can be detected. For example, suppose traffic traverses
a path (ry,ry,73) and that router 7o modifies this traffic. If routers r; and r3 are not
compromised, then one could simply compare what r; sent to r, and what r3 received
from r5 to detect 75’s behavior.

At an abstract level, we represent traffic validation mechanisms as a predicate

TV (r, info(r;, m, T), info(r;, ™, 7)) where:

e 7 is a path-segment (11,79, ...r,) whose traffic is to be validated between routers

T andrj € .

e info(r,m, ) is information about traffic that router r forwarded to along 7w over

some time interval 7.



56

e If routers r; and r; are not faulty, then TV (w, info(r;, w, T), info(r;, w, 7)) evaluates
to false iff  contains a router r that was faulty in forwarding traffic along 7 during

7, and router r is between routers r; and r; within 7.

Implementing a traffic validation mechanism is a tricky engineering problem.
The simplest, and most precise, representation of info(r, 7, 7) is a complete copy of
the packets sent, with each packet tagged with the time it was forwarded. However,
the storage requirements for bufferring these packets, and the bandwidth consumed by
resending them, make this approach impractical at best. In practice, implementing traffic
validation is a tradeoff between accuracy and overhead. For example, sampling can be
used to decrease overhead, but depending on how sampling is done and the duration
of the attack, accuracy may be reduced. The overhead-accuracy tradeoff also depends
on what limits one might place on the kind of bad behavior a compromised router can
exhibit.

Similarly, 7'V could be implemented simply using equality; info(r;, 7, 7) =
info(r;,m, 7). However, real networks occasionally lose packets due to congestion,
reorder packets due to internal multiplexing, and corrupt packets due to interface er-
rors. Consequently, 7'V needs to be somewhat more sophisticated to accommodate this
abnormal, but non-malicious behavior. Thus, implementing traffic validation involves
striking a balance between the acceptable number of false positives and false negatives.

Note that we have already made one engineering decision: we describe aggre-
gate traffic rather than individual packets. This is in contrast to some prior work, e.g.
PERLMAN, HERZBERG, HSER. While we compute state over each packet locally, lim-
iting distributed reconciliation to traffic aggregates amortizes the communication and
synchronization overhead (otherwise prohibitive) across many packets. This also makes
it feasible to apply a threshold mechanism to distinguish between acceptable bad behav-

ior (e.g. small amounts of packet loss and reordering) and malicious behavior.
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4.2.2 Distributed Detection

The second problem is synchronizing the collection of traffic information and
distributing the results for detection purposes. The solution to this problem is a protocol,
and so we consider specifications of the problem as well as implementation.

Since routers collect the information upon which traffic validation is based,
there will be some uncertainty in determining which router is faulty. For example, con-
sider traffic that traverses a path containing the sequence of routers (11, 79, r3). Suppose
router 73 receives 10 packets from r5 and r;’s traffic information states that r; sent 20
packets to 2. There’s no way for r3 to determine whether 5 did indeed drop 10 packets,
or whether r; is misreporting the traffic.

We cast the problem as a failure detector with accuracy and completeness
properties. This failure detector reports suspicions as path segments, which are se-
quences of adjacent routers. More specifically, a failure detector reports a path-segment
7 if it suspects a router in 7 is forwarding traffic along 7 in a faulty manner. A fail-
ure detector also has a precision, which is the maximum length of a path-segment it
suspects.

Next, we present a formal derivation of this specification.

Due to the nature of the problem, our specification is more complex than
the typical accuracy and completeness properties of an imperfect failure detector [23]).
Since this detector is based on evaluating traffic collected over a period of time, we have
the failure detector report pairs (7, 7), which means that  was suspected as being faulty
during the time interval 7. A perfect failure detector would implement the following

two properties:

e Accuracy (tentative): A failure detector is accurate if, whenever a correct router

suspects (r, 7), then r was faulty during 7.

o Completeness (tentative): A failure detector is complete if, whenever a router 7 is
faulty at some time ¢, then all correct routers eventually suspect (r, 7) for some 7

containing .
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As noted above, though, our failure detector is based on traffic information
collected by untrustworthy routers. This results in detections that are imprecise: we
may not be able to pin down which router is compromised. So, we have the failure
detector return a pair (7, 7) where 7 is a path-segment and formalize it by defining a
condition we call being fault inclusive. This also allows us to give more information:
we restrict the detection to a router being faulty with respect to forwarding traffic along

.

e a—Accuracy: A failure detector is a—Accurate if, whenever a correct router sus-

pects (7, 7), then || < @ and some router r € 7 was faulty in 7 during 7.

o a—FI Completeness (tentative): A failure detector is a—FI Complete if, whenever
a router r is faulty at some time ¢, then all correct routers eventually suspect (7, 7)
for some path-segment 7 : || < a such that r was faulty in 7 at ¢, and for some

interval 7 containing .

Note that a faulty router can report an incorrect value for the traffic that tra-
versed a path and can also alter this traffic. As defined in Section 2.2.1, the term traffic
faulty indicates a router that alters traffic and the term protocol faulty indicates a router
that misreports traffic. A faulty router is one that is traffic faulty, protocol faulty or both.
As before, we will add the phrase “in 7 to indicate that the faulty behavior is with re-
spect to traffic that transits the path 7. Thus, the a—Accuracy requirement can result in
a detection if a router is either protocol faulty or traffic faulty.

Distinguishing between protocol faulty and traffic faulty behavior is useful
because, while it is important to detect routers that are traffic faulty, it isn’t as critical to
detect routers that are only protocol faulty: routers that are only protocol faulty are not

altering the traffic flow. Hence, we weaken a—FI Completeness:

o a—FI Completeness: A failure detector is a—FI Complete if, whenever a router r
is traffic faulty at some time ¢, then all correct routers eventually suspect (7, T)
for some path-segment 7 : |7| < a such that r was traffic faulty in 7 at ¢, and for

some interval 7 containing ¢.



59

One can’t depend on faulty servers to detect faulty servers. Hence, failure
detection is influenced more by the maximum number of adjacent faulty routers rather
than the total number of faulty routers. So, we impose an upper bound AdjacentFault(k)
on the number of adjacent faulty routers. For example, if AdjacentFault(3) holds, then
there can be no more than 3 adjacent faulty routers in any path.

Making an AdjacentFault(k) assumption has an effect on failure detection.
Allowing compromised routers to be adjacent complicates detection further, since the
routers can cooperate to hide the evidence that a router is faulty. For example, assume
that AdjacentFault(3) holds, and consider a path (ry, 9,73, 74, 75, 7', 77) in which r3, ry
and 75 are faulty. Suppose that over an interval 7, r; through 75 report having forwarded
100 packets that were to traverse this path, and ¢ and r; report receipt of only 20 such
packets. Let r; obtain these counters. It could be the case that 4, dropped the traffic, and
r3 and r5 misreported the traffic in an effort to hide the fact that r, is faulty. From r’s
point of view, however, something is wrong with either r; or r¢, since the counters indi-
cate that traffic has disappeared between them. To satisfy a—FI Completeness, r; needs
to detect any router that could possibly have led to this traffic discrepancy. So, the failure
detector at r; could report that the path-segment (r3, 74, 75, 7) contains a faulty router,
since if r; is faulty then 73 and r4 could be as well, given AdjacentFault(3). That is, we
could have the failure detector report a (k+ 1)-length path-segment to accommodate the
fact that AdjacentFault(k) holds.

Another way to accommodate this kind of scenario is to weaken a—FI Com-
pleteness. In the example just given, we could have r; just suspect the path-segment
(rs,re). A countermeasure protocol would stop routing data through this path, and if
r3 or r4 continue to behave in a faulty manner, then they would be suspected later. We
formalize this approach by defining a condition we call being fault connected. Given a
path-segment 7 and an interval 7, we say that a router r is fault connected to router s
with respect to 7 if both r and s are in 7, and all of the routers between s and r are faulty
in 7 during 7. Trivially, any router r is fault connected to itself even if r is correct. We

then weaken a—FI Completeness again:
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o a—FC Completeness: A failure detector is a—FC Complete if, whenever a router
r is traffic faulty at some time ¢, then all correct routers eventually suspect (7, 7)
for some 7 : || < a and some 7 containing ¢ such that there is a router 7’ that

was faulty in 7 at time ¢’ in 7 and is fault-connected to 7.

The choice between the two completeness properties is not obvious. One
would expect the precision obtainable under a—FC Completeness to be better, but it
could increase the latency in detecting some traffic faulty routers. If the value of k for
which AdjacentFault(k) holds is not large, then a—FI Completeness is probably a better
choice because of its simplicity.

Since we are assuming arbitrarily faulty routers, we have to allow faulty
routers to suspect correct routers. We address this issue in the countermeasure pro-
tocol: as with WATCHERS, the only suspicion that elicits a countermeasure is that when
a router r suspects a path-segment that is adjacent to r. In this case, the countermeasure
protocol will cause r not to route traffic along the suspected path-segment. A faulty
router can already drop packets, and so allowing a faulty router to break links with its
neighbor (as a result of faulty suspicions) adds no further disadvantage.

Note that any FI complete protocol is also FC complete. Finally, we use com-

pleteness as a synonym for FC completeness:
o a—Completeness: A failure detector is a—Complete if it is a—FC Complete.

We omit a in front of a—Accuracy and a—Completeness, whenever it is conve-

nient, and we use precision instead:

e Precision: The maximum length of a path-segment that a failure detector suspects.
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Chapter 5

Detecting Malicious Routers

In this chapter we present two concrete protocols that differ in accuracy, com-
pleteness, and overhead — one of which is likely inexpensive enough for practical imple-
mentation at scale. Protocol I, is based on traffic validation per path-segment nodes
and 1s strong-complete and accurate with precision of 2. Protocol 1l is based on
traffic validation per path-segment ends and is strong-complete and accurate with pre-
cision of k£ + 2, where £ is the maximum number of adjacent faulty routers. Next, we
present a prototype system, called Fatih, that implements this approach on a PC router,
and we describe our experiences with it. We show that Fatih is able to detect and iso-
late a range of malicious router actions with acceptable overhead and complexity. We
believe our work is an important step in being able to tolerate attacks on key network

infrastructure components.

5.1 Protocol II,: A Complete, Accurate Protocol with Precision 2

Given a complete and accurate traffic validation mechanism, an obvious ap-
proach is to have each router collect traffic information over some agreed-upon interval,
and then use consensus algorithm to have all correct routers agree upon the traffic infor-
mation. With this information, each correct router can determine which routers might
be faulty.

For example, consider the 4-path-segment m =(rq,r9,r3,r4) Where r; and
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ry are not faulty. Let info(r;, 7, 7) be the traffic information that router r; collects
over during the agreed upon time interval 7 for the path-segment 7. If at least
one of the other routers is traffic faulty with respect to 7 during this interval, then
TV (m, info(ry,m,T), info(ry, m, 7)) will be false. This implies that for some r;, TV(,
info(r;, ™, T), info(r; 1, ™, 7)) is false, which means that at least one of routers r; and r;
is faulty. Since info(r;, m, 7) and info(r; 41, ™, 7) were disseminated using consensus, all
correct routers will know that at least one of {r;, r;1} is faulty.

We use these observations to construct a 2-Accurate failure detector protocol.
The first issue to address is over which paths a router should record information. Note
that it will need to run an instance of the protocol for each path about which it records
information. An obvious answer—over each data stream’s path—could result in an
enormous set of paths. We can make the set smaller by having each router keep track
of each z-path-segment of which it is a member, for some value of . The number
of x-path-segments can grow very quickly with increasing x, and so x should be as
small as possible. It must be large enough so that any sequence of faulty routers will be
surrounded by correct routers, since this is necessary in order to detect faulty behavior.

If we assume that AdjacentFault(k) holds, then the minimum value of z satis-
fying the above constraint is £ 4 2. Note that given source and destination may not be
separated by at least k routers, and so a router also collects information about all paths
of which it is a member whose length is less than k + 2.

The resulting Protocol Il, is shown in Figure 5.1. In this protocol, each
router r maintains the current topology 7" from which it derives its routing table. Each
router 7 also maintains a set of path-segments P, that contain r and that » monitors.
A router 7 runs a thread for each path-segment in P,.. P,., which is computed from 7,
includes all (k + 2)—path-segments containing r and all x—path-segments, 3 < z <
k + 2 whose ends are terminal routers.

For each path-segment m € F,, r synchronizes with the other routers in 7 and
collects information for the same traffic passing through 7 for an agreed-upon interval

7. Periodically,  sends that traffic information to all routers in 7 using consensus. This
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failure detector()
cobegin
for each path-segment 7 € P,
suspect! [r] = { } // the set of suspicious path-segments in 7 that r detects during 7
while (true) {
synchronize with all routers in 7;
collect traffic information info(r, m, 7) about 7 for an agreed-upon interval 7;
consensus ([info(1, 7, 7)]1, [info(2, m, )]z, ..., [info(| 7|, 7, T)]|x));
/1 at this point all correct routers in 7 agree on the values of info(i, 7, T)
foralli: 1 <i < |n|:
if =TV (x, info(i, 7, 7), info(i + 1,m, 7)) then
suspect? [r] = suspect” [r] U{(i,7 + 1) };
reliable broadcast ([info(i, 7, 7));, [info(i + 1,7, 7))i+1);

coend

Figure 5.1: Protocol Il,: A Complete, accurate protocol with precision 2.

data is digitally signed to prevent an attack during consensus. We use [z]; to indicate
that x is digitally signed by ¢.

Consider the traffic passing through a path-segment 7. The traffic will be
consistent — that is, TV (mw, info(i, 7, 7), info(i + 1,7, 7)) will be true — for each pair
of routers (7,7 + 1) in 7 unless a discrepancy is introduced by a faulty router. In other
words, if TV (m, info(i, 7, T), info(i + 1,7, 7)) is false then at least one of the two routers
v or ¢+ 1 is faulty. Note that it could either be traffic faulty or protocol faulty (because it
reports traffic information that does not represent the actual traffic that transited during
7). In either case, a correct router r in 7 will put the 2-path-segment (i, ¢ + 1) into the set
suspect! [r], and reliably broadcast the evidence of the failure detection: ([info(i, 7, T)|;,
linfo(i + 1,7,7)];41). Upon receiving this information, all other correct routers will
evaluate TV (m, info(i, 7, T), info(i + 1,7, 7)) as false and detect the fault on the 2-path-

segment (7,7 + 1).
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Protocol Il is given in Figure 5.1. In Appendix B.2, we show that

Protocol Il; is 2-Accurate and 2-FC Complete.

5.1.1 Overhead

The cost of Protocol II; comes from the collection of traffic information

and the overhead of synchronization and consensus.

Collecting traffic information: In the worst case, a router has to collect traffic infor-

mation for each packet it has routed, independent of the size of F,.

Size of P.: The size of P. indicates the number of different set of routers with which
r synchronizes, maintains traffic information, and exchanges such information using
consensus. By construction, |P,| is O(k x RF*1) where R is the maximum number of
links incident on a router. In practice, though, we expect | P,| to be much smaller. We
have examined two network topologies, Sprintlink and EBONE, that were measured by
the Rocketfuel project [120] and counted the number of distinct path-segments that a
router monitors for different values of k in AdjacentFault(k) assumption.

The Sprintlink network consists of 315 routers and 972 links. On the average,
a router has 6.17 links, and the maximum number of links that a router has is 45. In
Figure 5.2, the maximum, average and median of | P,| that a router is incident on and
monitors is given for this network. The empirical results are much smaller than the
theoretical upper bound of O(k x 45’““). This is because, among other factors, a link
state routing protocol chooses only one path between any two routers.

It is worthwhile to compare this overhead with WATCHERS, in which each
router maintains 7 counters for each of its neighbors per each destination in the network.
For this topology, implementing WATCHERS, a router maintains 7 X 6.17 x 315 =~
13,605 counters on average; and the largest number of counters a router maintains is
7 x 45 x 315 =99, 225.

Assuming the same weak threat model of WATCHERS, it is sufficient for a
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Figure 5.2: Based on AdjacentFault(k); maximum, average and median size of F,, i.e.

the number of path-segments monitored by an individual router in Protocol Ils.

router, implementing Prot ocol I, to maintain one counter for each path-segment in
| P,|. For this topology, assuming AdjacentFault(2), a router maintains 216 counters on
average; and the largest number of counters a router maintains is 2, 172. If instead we
have AdjacentFault(7), these numbers become 758 and 8,073.

Examining the EBONE network, we obtain similar results. This is a smaller
network: it consists of 87 routers and 161 links. On average, a router has 3.70 links, and

the maximum number of links that a router has is 11.

Synchronization, Consensus and Reliable Broadcast: For each path-segment 7 in
P,, arouter r synchronizes with all the routers in 7 to agree on when and for how long
the next measurement interval 7 will be. Perfect synchronization would not be necessary
in practice, since the traffic validation function 7'V could be written to accommodate a
small skew. It would probably be more efficient, though, to have all the routers in the
network synchronize with each other instead of having many more, smaller synchro-
nization rounds.

Each router in path-segment 7 reaches consensus about the traffic information
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over 7 during time interval 7. To do so requires digital signatures of the traffic infor-
mation, since otherwise the replication is not high enough for consensus to be solvable.
Thus, there is an issue of key distribution, depending on the cryptographic tools that
are used. Finally, there must be enough path connectivity among the routers to support
consensus [72].

The final reliable broadcast will be done as part of the LSA distribution of link

state protocol.

5.2 Protocol II;,,: A Complete, Accurate Protocol with Precision

k+ 2

Protocol I, has considerable requirements in terms of collecting traffic
information, synchronization and consensus. These requirements can be avoided by

making the detection less accurate.

failure detector()
cobegin
for each path-segment 7 € P

suspect?[] = { } // the set of unreliable path-segments that r detects during 7

while (true) {
synchronize with the router r’ at other end of 7;
collect traffic information info(r, w, 7) about 7 for an agreed-upon interval 7;
exchange [info(r, m, 7)], and [info(r’, 7, T)],» with r’ through 7 within y timeout interval;
if (exchange is failed or =TV (m, info(r, 7, 7), info(r',7,7))) then {

suspect![] = suspect?[| U{(m)};

reliable broadcast ([7],.);

coend

Figure 5.3: Protocol Il;;2: A Complete, accurate protocol with precision k + 2.
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The idea is to apply T’V just for the end nodes of each path-segment in P,. For
example, consider the 4-path-segment © =(ry, ry, 73, 74) Where r; and r4 are not faulty.
Let info(ry, ™, 7), info(ry, m, ) be the traffic information that router r; and r4 collect
during 7. If at least one of the other routers is traffic faulty with respect to 7 during this
interval, then TV (m, info(ry, 7, T), info(ry, w, 7)) will be false. In this case, r; suspects
(ro,r3, rq). Similarly 4 suspects (rq,r9,r3).

For this protocol, a router need not monitor as many path-segments as with
Protocol Il,. Instead, a router need only keep track of each x-path-segment, for
which it is one of the end nodes, for some value of z. The number of x-path-segments
can grow very quickly with increasing x, and so = should be as small as possible. It must
be large enough so that any sequence of faulty routers will be surrounded by correct
routers, as this is necessary in order to detect faulty behavior.

If we assume that AdjacentFault(k) holds, then the minimum value of x satis-
fying the above constraint is £ + 2. However, monitoring only k + 2-path-segments is
not sufficient. A trivial reason for this is that not all path-segments need be k + 2 long.
A more substantial reason is that compromised routers may hide another router’s bad
behavior. For example, given that AdjacentFault(2) holds, consider the 4-path-segment
7w =(ry,79,73,74) Where r; and r3 are correct and ry and r, are faulty. In this case,
r1 and r4 monitors 7 but r, can hide the fact that r5 is traffic faulty by simply sending
traffic information to 7y such that TV (m, info(ry, 7, T), info(ry, m, 7)) holds. If r; were to
instead also monitor the path (ry, r9, r3), then r; could detect r5’s faulty behavior. So, it
is necessary for a router r to monitor all z-path-segments for 3 < x < k + 2 of which r
is an end.

For each path-segment m € P,, r synchronizes with the other end router of 7
and collects information for the traffic passing through 7 during an agreed-upon interval
7. Router r then exchanges digitally signed traffic information with the router r’ on the
other end. If the exchange operation fails within a pre-specified timeout interval p, or if
r finds TV (m, info(r,m, T), info(r’, 7, 7)) is false, then there is at least one faulty router

in 7 during 7. In particular, either 7’ is protocol faulty or some router in 7 is traffic
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faulty. So, r detects m — (r). However, when it announces this detection to the other
routers, a correct router receiving this information suspects 7 since r might be faulty.
For simplicity, we also have router  suspect 7.

Protocol Il;4, is given in Figure 5.3. In Appendix B.3, we show that

Protocol Il is (k+2)-Accurate and (k+2)-Complete.

5.2.1 Overhead

Protocol Ilx, s is not very expensive. The main cost of the protocol is due

to collecting traffic information.

Collecting traffic information: Assuming that a router uses the same values of 7, traf-
fic validation time interval, for all the path-segments in P, in the worst case a router has
to collect traffic information for each packet it routes, which is independent of the size
of P,. The same holds for the previous Protocol II,. However, in Protocol Il o
this cost can be reduced by using sampling. For each 7 in F,, r can agree with the router
r’ on the other end on a random sampling pattern. The traffic they record on = would
be determined by this pattern. Although the faulty routers in 7 could share their infor-
mation on sampling and only attack the packets not being sampled by a faulty router, by
construction there is a path-segment in P, whose other end is not faulty, and so with the
use of suitable encryption, any intermediate faulty routers will not know which pack-
ets are being sampled for traffic information. We don’t know of a similar method of

sampling that could be used for Protocol Ils.

Size of P.: The size of P, indicates the number of routers with which r has to exchange
traffic information. |P,| is O(min{R**1 N}) where, as before, R is the maximum
number of links incident to a router and N is the number of routers in the network.
The second term, N, comes because a link state routing protocol chooses only one path
between any two routers.

For the same Sprintlink(US) network topology that was analyzed in Sec-
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Figure 5.4: Based on AdjacentFault(k); maximum, average and median